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Abstract

The digital age has fundamentally transformed the paradigm of the teaching profession,
demanding comprehensive transformation in teachers’ competencies, the
management of technological transformation challenges, and innovative professional
development strategies. This literature review examines four core teacher
competencies (pedagogical, professional, social, and personal) integrated with digital
literacy through the TPACK and DigCompEdu frameworks, demonstrating that teachers
in the digital age act as facilitators of adaptive learning and technology innovators. The
analysis reveals key challenges including the digital divide, limited rural infrastructure,
teacher resistance to adaptation, and administrative burdens that hinder the
implementation of hybrid learning. Effective professional development strategies
include practice-based ICT training, professional learning communities, microlearning
platforms, and public-private collaboration for universal connectivity. Policy
implications include flexible curriculum reform based on the ‘Merdeka Belajar’ initiative,
equitable investment in digital infrastructure, and the strengthening of national digital
literacy. These findings underscore the urgency of a holistic approach to cultivating
competitive 21st-century educators, with recommendations for longitudinal empirical
research to measure the effectiveness of Al and the metaverse in Indonesian education.
Keywords: digital teacher competencies, TPACK, educational technology

transformation, professional development of educators, digital divide, teacher digital
literacy, Merdeka Belajar

Introduction

The development of digital technology over the past few decades has brought
significant changes to various sectors of life, including the field of education. This
transformation has not only influenced how information is accessed and disseminated
but has also shifted the learning paradigm from a conventional approach to one that is
more flexible, interactive, and technology-based. In this context, the teaching
profession faces increasingly complex demands for adaptation to meet the needs of
learners in the digital era (Selwyn, 2021) .
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The digital age is characterised by the emergence of various technological
innovations such as artificial intelligence, online learning, and digital platforms that
enable learning without the constraints of time and space. This situation encourages
teachers to act not merely as conveyors of material, but also as facilitators capable of
effectively managing various digital learning resources. These changes demand an
enhancement of teachers’ competencies so that they can adapt to the dynamics of
modern education (Arnadi et al., 2021) .

Teachers’ competencies are a key factor in determining the success of the
learning process in the digital age. Teachers are required to possess pedagogical skills
that are integrated with technology, so that they can create innovative and meaningful
learning experiences. Furthermore, professional, social, and personal competencies
must also be developed in a balanced manner to support the teacher’s role as an agent
of change in education (A. E. Putra et al., 2023) .

In a global context, various digital competence frameworks have been
developed to help teachers improve the quality of learning. One widely used framework
is Technological Pedagogical Content Knowledge (TPACK), which emphasises the
importance of integrating technology, pedagogy, and content within the learning
process. This framework serves as a key reference in the development of teachers’
competencies in the digital age (Nafi’ah, 2021). In addition to TPACK, the Digital
Competence of Educators (DigCompEdu) framework also provides comprehensive
guidance on the digital competencies that educators must possess. This framework
covers various aspects, ranging from the use of technology in learning to continuous
professional development. The implementation of this framework is expected to
improve the overall quality of education (Redecker, 2017) .

Nevertheless, digital transformation in education is not without its complex
challenges. One of the main challenges is the digital divide that persists across various
regions, particularly regarding access to technology and supporting infrastructure. This
situation can hinder the equitable implementation of digital learning (Yajie et al., 2023)
; (Aslan, 20192a) . In addition to the digital divide, teachers’ readiness to adopt
technology also presents a significant challenge. Many teachers still face difficulties in
integrating technology into their teaching, whether due to limited skills or a lack of
adequate training. This highlights the importance of continuous professional
development programmes for teachers (Zeichner, 2010) .

Resistance to change is also a barrier to digital education transformation. Some
teachers tend to stick to traditional teaching methods because they find them more
comfortable and familiar. Therefore, a strategic approach is needed to encourage a shift
in mindset and boost teachers’ motivation to adopt technological innovations (Wu et
al., 2022).

On the other hand, a heavy administrative burden often hinders teachers from
developing their digital competencies. Time that should be spent on improving the
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quality of learning is instead consumed by administrative tasks. This calls for policies
that support teachers’ work efficiency so that they can focus on professional
development (Astuti et al., 2023). To address these various challenges, effective and
sustainable professional development strategies are required. Technology-based
training, professional learning communities, and the use of digital platforms offer
alternatives that can significantly enhance teachers’ competencies. These strategies
must be designed systematically and tailored to teachers’ needs (Aslan & Shiong, 2023).
Furthermore, collaboration among teachers through professional learning communities
(Professional Learning Communities) can serve as an effective means of sharing
experiences and best practices. Through this collaboration, teachers can support one
another in addressing the challenges of learning in the digital age and collectively
improve the quality of learning (Yajie et al., 2023) ; (Busnawir & Aslan, 2026).

Consequently, the teaching profession in the digital age demands a
comprehensive transformation, both in terms of competencies and professional
development strategies. This literature review aims to examine in depth teachers’
competencies, the challenges of technological transformation, and professional
development strategies for educators as an effort to improve the quality of education
in the digital age.

Results and Discussion
Teacher Competencies in the Digital Age

The digital age has fundamentally transformed the paradigm of education,
requiring teachers to possess competencies that extend beyond traditional pedagogical
aspects to include the ability to adapt to information and communication technologies.
Teachers’ competencies in this era must encompass a deep mastery of learning
materials alongside the ability to utilise digital technology to create innovative learning
experiences relevant to the needs of Generation Z and Alpha students. This
transformation positions teachers as lifelong learners capable of integrating various
digital tools into the teaching process (G. Widjaja & Aslan, 2022); (Widiastuti et al., 2018).

Teachers’ pedagogical competence in the digital age emphasises the ability to
design learning that effectively integrates technology. Teachers must be able to adapt
learning experiences by utilising platforms such as Google Classroom, Zoom, or Kahoot
to encourage creativity and active student participation. This approach enables the
development of self-regulated learning, where students can manage their own learning
processes through digital tools (Jamilah et al., 2025) ; (Aslan Aslan & Pong, 2026) . One
of the key frameworks defining digital teacher competence is Technological
Pedagogical Content Knowledge (TPACK), which integrates technological knowledge,
pedagogy, and subject content. This framework requires teachers to understand how
technology can enrich teaching without compromising pedagogical essentials, thereby
making learning more contextual and meaningful for students (Judijanto, 2024) .
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The professional competencies of 21st-century teachers include high digital
literacy, whereby teachers must be proficient in technological systems and able to
transfer knowledge to new situations. This encompasses collaboration with students
and colleagues using digital tools to support learning innovation, such as the
collaborative platforms Padlet or Microsoft Teams. Digital-savvy teachers serve as
models for how to learn and work in the information age (Cahyono & Aslan, 2025) .

Digital literacy has a significant positive influence on teachers’ pedagogical
competence, with a low but meaningful correlation (r = 0.261, p < 0.01). The higher a
teacher’s digital literacy, the better their pedagogical ability to design interactive
learning. This study confirms that improving digital literacy is key to strengthening the
competencies of primary school teachers in the era of transformation (A. E. Putra et al.,
2023).

Teachers’ digital competence is defined as the ability to utilise technology in the
teaching and learning process in line with pedagogical competence. Ukrainian
researchers Blyznyuk and Tetyana identified five main criteria, including mastery of
social media, the internet for learning materials, and the creation of engaging digital
media. These competencies are essential for addressing the characteristics of digital
native students (Tuhuteru et al., 2023) .

Teachers in the digital age must master four core competencies: pedagogical,
personal, professional, and social, with an emphasis on technology integration. Law No.
14 of 2005 on Teachers and Lecturers serves as the foundation, wherein professional
competencies encompass the utilisation of ICT to address the challenges of the modern
era. Upgrading these competencies is essential to remain relevant to students’ needs
(Epstein, 2018) .

Strengthening the pedagogical competencies of primary school teachers
through a systematic literature review highlights the need to adapt to technological
developments. Teachers must be both theoretically and practically proficient in using
ICT, employing training strategies based on literature analysis. Digital transformation
demands that teachers become adaptive facilitators of learning (Anderson & Dron,
2011). 21st-century teacher competencies encompass critical thinking, technology, and
literacy skills, in addition to pedagogical, social, and cultural competencies. Teachers
must design lesson plans that utilise ICT, engage in reflection through Classroom Action
Research, and optimise teaching skills for the millennial and digital generations. This
development is crucial for quality education in Indonesia (Nindigraha et al., 2026) .

Technological literacy is an essential foundational skill for modern teachers,
extending beyond mere device usage to an understanding of educational applications.
Teachers must utilise online platforms for interactive learning, making the teaching
process more enjoyable and effective for students. This skill supports the overall
effectiveness of teaching and learning (Aslan, 2017) . Previous studies have found a
positive correlation between digital competence and the professionalism of 21st-
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century teachers. Dimensions include technology-based planning, digital pedagogical
innovation, digital-assisted assessment, and professional development via online
platforms. Recommendations include practical training and the integration of ICT into
teacher education (P. Putra et al., 2020) .

A professional teacher in the digital age is one who carries out technology-based
tasks whilst maintaining four core competencies. Digital support is required for
pedagogical, personal, social, and professional aspects, ensuring effective learning for
digital students. These competencies provide a solution to the challenges of the
information age (Kim et al., 2015) . In practice, digital teacher competencies include the
use of the internet and social media for efficient learning. Teachers must master
technology-based methods, techniques, and media to keep pace with the digital
generation of students, making learning more engaging and results-oriented.
Descriptive qualitative research underscores this urgency (Kim et al., 2015) .

Overall, teachers’ competencies in the digital age shape them as agents of
educational transformation who are innovative, adaptive, and student-centred. The
integration of technology with holistic competencies ensures quality education that is
relevant to the demands of the 21st century and ready to face the digital future.

Challenges of Technological Transformation and Strategies for Educator Professional
Development

Technological transformation in education faces significant infrastructure
challenges, with 65% of respondents identifying unstable internet connectivity as the
main barrier. Limited access to the internet and devices in remote areas hinders the
implementation of technology-based learning, particularly in Indonesia, which has
significant urban-rural disparities. These challenges require massive investment to
bridge the digital divide so that transformation can be equitable (Yablonsky, 2018) .

Teacher training is a crucial issue, with 72% of teachers requiring further
development to utilise technology effectively. A lack of digital skills leads to resistance
to adoption, with teachers struggling to integrate tools such as LMS or Al into their daily
teaching. A strategy of continuous training is needed to address this lack of readiness
(Wahyudi et al., 2025) . Data security and privacy present ethical challenges in digital
transformation, with risks of student information breaches via online platforms.
Teachers often express concerns about personal data leaks, which hinder the use of
cloud-based learning. National data protection policies must be strengthened to build
trust (Lin et al., 2024) .

The digital age demands that educators possess digital competencies, adaptive
pedagogical skills, and a lifelong learning mindset to navigate rapid change. The primary
challenge is rapid adaptation to new technologies, whilst professional development
strategies include intensive training and cross-sector collaboration. Government policy
support is essential for navigating the digital landscape (P. Putra et al., 2024) . The
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technological infrastructure gap in rural areas is a major barrier to the digital
transformation of education in Indonesia. Limited internet access and a shortage of
devices make hybrid learning difficult to implement, widening the disparity in
educational quality between regions. National strategies must prioritise universal
connectivity (Sudarmo et al., 2021) . School budget constraints hinder the procurement
of hardware such as computers and educational software, as well as the costs of
teacher training. State schools in rural areas often struggle with funding allocation,
causing digital transformation to stall. Public-private collaboration is required for
technology subsidies (Aslan & Setiawan, 2019) .

A rigid, conventionally oriented curriculum is difficult to integrate with digital
learning, which demands student autonomy. Teachers are constrained by one-way
teaching methods, hindering technological innovation. Flexible curriculum reform is a
key strategy for adaptation (Aslan, 2019b) ; (Aslan & Wahyudin, 2020) .

Key strategies for teacher professional development in the digital age include
ICT training, collaboration among teachers, and participation in professional
discussions. School-government support through digital literacy and effective
development models can enhance holistic professionalism. The integration of
technology into educational practice is a priority (Aslan et al., 2020) . Collaborative,
practice-based training is more effective in building teachers’ digital competencies than
one-way theoretical instruction. This model fosters a sense of ownership and active
engagement, improving the quality of students’ learning processes through
digitalisation. The implementation of professional learning communities is
recommended (Nayor, 2016) .

The digitisation of learning has a positive impact on student motivation, whilst
teacher competence mediates variations in teaching methods. Development strategies
must focus on enhancing competence to optimise digitisation (Yaqin et al., 2023) .
Digital transformation has a significant impact on teachers’ pedagogical, social,
professional, and personal competencies. The challenges of adapting technology-based
methods are addressed through digital literacy and continuous training to ensure
learning effectiveness (Yang, 2025) .

Information technology training, teacher collaboration, and institutional support
form a holistic strategy for digital professionalism. This approach combines technical,
pedagogical, and spiritual aspects for adaptation to the digital age (Bond et al., 2018) .
The digital divide, low technological literacy, and privacy management present
challenges to the integration of educational technology. Comprehensive strategies
encompass infrastructure planning, teacher training, and risk policies to optimise
benefits (M. P. & A. Widjaja, 2021).

Overall, professional development strategies must be holistic, integrating
training, collaboration, and policy support to address the challenges of transformation.
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Adaptive educators will ensure that Indonesian education remains competitive in the
digital age.

Conclusion

The teaching profession in the digital age demands a comprehensive
transformation of teachers’ competencies, integrating pedagogical, professional,
social, and personal skills with high digital literacy. The TPACK and DigCompEdu
frameworks serve as the primary foundations for shaping teachers as innovative
facilitators capable of utilising technology for meaningful learning, whilst challenges
such as the digital divide, resistance to adaptation, and infrastructure limitations require
a systematic approach. Professional development strategies through practice-based
training, professional learning communities, and institutional policy support have
proven effective in overcoming barriers to technological transformation.

The practical implications of this review underscore the need for national
education policy reform that prioritises equitable investment in digital infrastructure,
continuous training programmes for teachers, and the integration of flexible,
technology-based curricula. Strengthening public-private collaboration in providing
online learning platforms and microlearning can accelerate teachers’ adaptation to the
dynamics of the digital age, thereby enhancing the overall quality of education. This
holistic approach will make the teaching profession more adaptive and competitive in
facing the challenges of the 21st century.

As a recommendation for further research, longitudinal empirical studies are
needed to measure the effectiveness of professional development strategies within the
Indonesian context, particularly regarding the implementation of Merdeka Belajar and
digital transformation. In-depth research on the impact of Al and the metaverse on
teachers’ competencies is also a key priority for preparing for the future of education.
Thus, the teaching profession can evolve into a key pillar in fostering high-calibre human
resources in the digital age.
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